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" A2 FlowMon
Probe with exporter

Source of flow records
Linux PC with hardware accelerator
Network PCI-X card with FPGA




" A 2. FlowMon
FPGA acceleration card

Handles 1GE traffic at line rate in both directions

Cache for 64K flows (256K in close future)

Repeater and Splitter

IPv4 and IPv6

Sampling
Sample&Hold
Adaptive

Timeouts

Anonymization ;G




" A% FlowMon
Software layout




" J A%, FlowMon
EXxporter

Multiple concurrent exporters

NetFlow v5, v9 *
Anonymization L

Per-collector flow filtering |
Flow-sampling =

——




" S %, FlowMon
Summary

Handles 1GE traffic at line rate in both
directions

Multiple concurrent exporters
Per collector filtering
Sampling, Flow-sampling
Anonymization



"
Probe setups

Optical splitter
Mirror from router
As repeater in the link

5\ Local Network ﬂ?
nternw
FlowMon Collector

L. FlowMon

Passive optical
Splitter

FlowMon

Collector

é Monitored link é
\ FlowMon

Collector




" A 2. FlowMon
Installation

Distribution package (tarball) at
www.liberouter.org/clients

Contains
Firmware
Kernel drivers
Exporters
Startup scripts
Configuration tools
Documentation (man pages, READMEs, errata)

Linux 2.4 and 2.6 kernel (RedHat, Debian,
Ubuntu or other Linux distribution)




" A 2. FlowMon
Installation

Package installation

Post-installation steps
Export PATH variable to reference binaries
Install libraries via /etc/ld.so.conf
Install man pages via /etc/man.config
Auto load of kernel modules
Auto startup after reboot



" A 2. FlowMon
Parameters setting

Ways to set parameters
Startup script
Configuration file
On the fly via configuration tool
Term or Web interface

Example (/etc/liberouter/flowmon.conf):
"H#$%&" )& (+,& -
$%&™()&"*(+,& /.
#(&01+2)34+&+%+1 5 # 0 6 7859



" 7R FlowMon

Parameters setting

Example (on the fly):
) /.



" 2. FlowMon
Parameters setting

List of parameters:
Inactive and active timeouts
Input Sampling
Sample and Hold
Flow-sampling
NetFlow version
Template retransmission period
Filtering
Anonymization



" 2. FlowMon
Diagnostics

After plugging the card in PCI-X bus

1> ?
I?.- . (< ?7% 8 %+*@+A

After installation

A = =

After running the exporter
<.B A...B

Logging

C

D



" A 2. FlowMon
Short Demo

Spirent — HW packet generator
FlowMon probe
NfSen collector

1 Gbps Flow records

' Spirent ~F|OW|\/|OI"I i NfSen

Starting the exporter
Sampling
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Demo snhapshots

Generating traffic at Spirent
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" J A% FlowMon
Demo snhapshots

Starting the probe

Loading FlowMon probe design

board: combobx

mchip: xcwvp50

chip: xc2vp20 [xc2wvp20]

iface: sfpro [sfpro]

booting @[6]: filename fusr/local/mcs/netflow/02_ 04/combobx-1-2vp50.mcs, size = 0x2447cd
booting 1[8]: filename fusr/local/mcs/netflow/02_04/sfTpro-1-2vp20.mcs, size = OxTabo4d

booting 2[1024]: filename Jusr/local/mcs/netflow/02 04/pcippc-netflow-phl-01-01, size = Ox6100
booting finished successfTuly

Flowmon probe parameters

Sample and hold: sampling rate =1
sampling type = constant
threshold = 30

IBUF® sampling rate = 1:1

IBUFG sampling type = constant

IBUF1 sampling rate = 1:1

IBUF1 sampling type = constant

Active timeout = 1 sec

Inactive timeout = 18 sec

Collector = nftest.ics.muni.cz:60000

PLD 1Y 11ME CMD
5144 7 00:00:00 flowmon_nt9
imyglikos:/home/current/xzadnifos# I



" J A% FlowMon
Demo snhapshots

NfSen view



). FlowMon

Demo snhapshots

Setting sampling
) =



). FlowMon

Demo snhapshots

NfSen view
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Thank you for your
attention



